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TlocTanoska npodaemu. B cyyachux ymopax npotnema asTeHTHRIKALT TA i1eH-
THhIKaLil GioMeTpHyHHX maHMx € AKTYAMLHOIO B OOMMCHIOBANIBHMX Mepexax,
CICKTPOHHHMX CUCTEMaX YIpaBRiHHA, eNCKTPOHH L KOMepLil | B3arami tam, ge € HE-
OOXiOHICTE NMepeKOHATHCH ¥ CNPABXHOCTI OTPHMAaHOIO KaHATAMU 3B'3Ky abo HA
MALIHHHHX HOCIAX MOBIIOMACHHS YH IOKYMEeHTa, 3aBjaHHs apTeHTHDIKALI] MOX-
Ha NONUIMTH Ha TaKi TMIIH: aBTeHTUdIKaLisa aboHeHTa; aBTeHTH]IKALST HaNeKHOC-
Ti abOHeHTa [0 rpynu; aBTeHTHIKALA JOKYMCHTIB, 110 30epirajoThes Ha MalIHH-
HUX Hocisix. Besmaneposa 06pobixa indopMaltii Mae HH3KY Mepesar npu oOMiHi 49-
KYMEHTAMH, HAKA3aMH, POINOPAIKEHHSIMHU, JIMCTAMH, [TOCTAHOBAMU 3 Mepexelo
3B'A3KY 200 MaUIMHHMMK HOCIAMH. ¥ Takux BUIAAKAX BUTPATH YACy Ha po3apyKy-

a* . . . . . . . .
CTATTIO MAFOTORNEHO HA DCHOB] ZOROBINI Ha XE-My MDKHAPOBHOMY HAyKOBOMY ceMinapi «Cyyachi npotnemy ingop”
MATHKH B YTIpaBRiHHi, EKOHOMILI, OCBITi Ta €KONOTiis (2—7 munua 117 n  Kuin — a1, CRiTaan

MATEMATHYH! METOAH, MORER! TA IHGOPMALIAHI TEXHONOTH B ExOoHOMILYt 175

——

paHHs, TEPECHNAHHA, BBE/NCHHS OTPHMAHOTO NOKYMEHTA 3 KITaBIaTYpH CYTTEBO
3HUKYIOTBCS, TIPUCKOPIOETBCA MOWYK AOKYMEHTIB, CKOPOUYIOTBCS BUTPATH Ha iX
sfepiraHns Touio. OOHAK NPY UECMY BHHHUKAe Mpobiema aBTeHm_cbu_cauu al?TO.pa
JOKYMEHTA | CaMoro 1oKyMeHTa, To6To BCTAHOBJICHHS CPABXHOCTI MIANKCY i Bi-
CYTHOCTI 3MiH B OTpHMaHOMY aokyMenTi. I npofinemn y 3BH‘-IEII:’IH{I>T 06p061:11 OaHHX
BUPILIYIOTBCS 3d PaxyHOK Tore, wo indopmain B ,[I,OKy'M&HTlI TICHQ TOB'A3aHA 3
Gi34HHM HOCiEM, NanepoM, a Ha MAlUMHHHMX HOCIAX TaKOTo 383Ky HEMAE, ‘
AHaniz octanHix mydaikaniit i aocnimkens. Jocrimxkenio npobaem ayreHTHDI-
gauii Ta ineHTHQIKaLil GiOMETPHUHUX JaHHX, OUIHIOBAHHIO Hauiﬁnocri_ BHKOpHC-
TaAHHA ANTOPHTMIB i MeTORIB 2axWcTy iHdopMAallii 3HAYHY yBary MpUILUTANM Taki
MpOBiAHI BITYMIHSAHI Ta 3apybixHi Haykoeui, 7K JI. Amnemad {14], A.l. Bepesoscs-
kit [2; 3], J1LIO. Bokos [6], A.M. bopoe#kos [7], JL.A. 3apaackka [l(_)], Bl( 3anu-
paka [2; 3], P.€. Cumit [12], A.M. @ans [10], .l'lB esyyk [2; 3} Ta inwi. Oanak y
NpaLAX UMX JOCTiAHKKIB HEOIOCTATHEO NMPOAHANI30BaHO METOIH H 3_.acoﬁu_.aBTeHTn-
¢ikauii SioMETPHYHMX JaHHX, a TAKOX HEIOCTAaTHBO YEBarM TIPHAiINEHO iX BHGODY
A KOHKPETHO! iIHpOopMaliiiHOl CHCTEMH. _
Hesnpimeni npoGnemn. Ha maHun#i yac HeBHpilleHOO ngoﬁnemom € BHGip
edeKTHBHMX MeTO/IB i 3acobiB aBTeHTHOIKALIH Ta ineHTH(IKauil GioMeTpHYHHX da-
HMX IUTA KOHKPETHHX iHTEIeKTYANBHHUX iHGOpMALIIHHX CHCTEM. o
Mera nocnimsenna: ananiz MeToaiB i 3aco6iB asTe HTH(IKALII Ta iteHTHiKaL{i
OiOMETPHYRMX JAHWUX B iHopMaUiifHHUX CHCTEMaX Ta iX BHKOPHUCTAHHS INsd
KOHKPETHHX iHTEJEKTYATbHUX iHhOPMALiifHHX CHCTEM. ‘ o
OcHoeHi pe3ynbTaTH Aochiaxeds. 3aco6u apTeHTH(IKaUIT Ta ineHTUdiKaLiT Gio-
METPHYHHMX AAHMX € BAXKIMBUMH KOMIOHEHTAMM CYYACHMX iHTeHelnyaJ]f)HH)(
iHbopMalifinux cuctem. Bonu 3abe3neuyioTh nepeBipKy CHpaBXHOCTI CyG'eKTa
BIINOBIAHO JO 3a4BAEHONO HUM iaeHTH()IKATOPA | KOIBONAIOTL BIIEBHUTHCE ¥ TOMY,
o cyB'eKT € AIHCHO THM, 3a KOTO BiH cefe BHAae, Posraagaiodu BUNALOK 06MiHyY
CEKPETHHMH AOKYMEHTaMH (BiHCBKOBHH a0 AHTLTOMATHYHH I 35'3301(),_ 3 lalenHK}{M
CTyTIeHEM BMEBHEHOCTI MOXHA NPUITYCTUTH, IO OOMIH GﬂiHCHIOIO‘l:b rigHi ,E[,OBlpH
CTOpOHH. OoHAK MOXIIUEO, 110 0OMiH nepebyBac Mg HAIMAOOM | YNPABNIHHAM
WOBMHCHUKA, AKHIA 3AaTHHH BHKOHYBATH CKJAaaHi oDUMcneHHd i notiMm abo CTRO-
PIOBaTH CBOI BJACHi ZOKYMEHTH, ab0 MepeXorUTioBaTH M 3MiHIOBATH JOKYMEHTH 3a-
KOHHOTO mxepena, ToAi 3aXMINATHCE MOTPIGHO NMIE BiA 3AOBMUCHHKA. ¥ Komep-.
UiliHOMy CBITi CIPaBETHBIM € MaiKe 3BOPOTHE TBEPAXEHHS, TOGTO nepeflaaaq i
OlepxyBay MoXyTh OOMAHIOBATH OAMH OZHOTO HaBiTh GUIBLICIO Mipoio, HLX cTO-
POHHI. ¥V nepuroMy BHNAAKY cxeMy aBTeHTH(]IKAL{T MOOYIYBATH HEe BAXKO. CJ'fm 3a-
Oeaneuntn aGoHeHTiB HagilHMM MHGDPOM 1 KOMNEKTOM YHIKAIBHUX KITIOUiB 173
KoxHoro mokymenTa, mo nepecunactica. Lle 3abes3neynTs 3axHeT KaHaTy 3B'H3K_y.
Ue sappanna BUCYBa€ CYBOPI BHMOTH 10 CHCTeMM WHdpyBaHHA. Tak, METOA raMi-
PIOBaHHA y LILOMY pa3i He MiAXOAHUTD, OCKLTEKH 3IOBMHCHHK, aHAMI3YIONH BiIKpH-
THA | IinpoBaHMiT TEKCT, OTPUMAE FAMY i 3MOXE HaB'#3aTH Gyab-AKHIL n_OTpiGHHH
Fomy Texcr. ¥ APYTOMY BUMAAKY OyAb-AKMit 3 a0OHEHTIB MOXe Je30pi€HTYBATH
OIIMH OHOro. AHANOTIMHUI NMiAXiA, O IPYHTYETLCH HA KNAcHYHiM Kpunrorpadii,
HENPUITHATHMIL, OCKLUTBKH ICHYE NMPHHLIMTIOBA MOKIIHBICTh 3TOBMUCHMX il ogHiei
31 CTOpIH, WO BONOMIIOTE CEKPETHUM KITIOUEM. Hanpuknan, npuiiMagua CTOpOH2
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T
XY GioMeTpHYHOI MPOIYKILl, a 3 YPAXYBAHHAM KPHMIHATICTUMHHX CUCTEM —
rllJ‘;6 CxaHyBaHHA BIIOUTKA MANbIS — OMHH i3 HARGLIBL MepCneKTHBHKRX METOMIB.,
l%:]l.?“apo‘f JUTA CKAHyBaHHA NajblliB nporjri i 3py4Hi B Kopncmanni. Pospobka
HipMH *Biolink Technologies"‘ A€ MOAJIHABICTE 34 0,1 C 3YUTaTH gylﬁmon_c nabLA, 2
2 02¢— pO3Mi3HATH #OTO i ,H03BOJ'.IHT‘H goctyn a0 iHdgopmauii. Ha piiMiny, Ha-
pHKTAL, BiX CHCTEM CKaHYBAHHA CITKIBKH OKa, A:FIS He cTBOpIoE AucKkoMopT
Kopﬂcnmaqam. Biaburok l"la.l‘IbL[lB IHHHBL[[yaJ:(bHHﬁ 1 He 3MIHIOETBCA 3 ‘qacom. Cuc-
TeMH po3Ili3HABAHHA 32 BiNOMTKAMH NMaabliB OEMOHBCTPYIOTh BHCOKI MOKAa3HHKH
10qucTi: AMOBIPHICTB TOTO, 110 AOCTYI 40 CEKPETHHX AAHUX OACPKUTE HEABTOPH-
;oBaHHIT KOPHCTYBAY, TIPAKTHYHO IOPiBHIOE HY/II0. B nanMit Hac akTUBHO po3pob-
AI0THCS ANITOPUTMH, cTifiki Ao wymy B 306pakeHHAX — o0pazax BIAOWTKY MaNbLd,
o 103BOJAE JOCATTA 3GLIBIIEHHA TOUHOCTI # INBMAKOCTI PO3Mi3HABAHHA B
peanbHOMY yaci. "Biotink Technologies" noBizomisie mpo HMOBIPHIiCTE TOMIIKOBO-
ro AOCTYTTY Ha PiBHi 10°°, a itMoBipHicTh MTOMHIKOBOI BimMoRY — Bin 0,1 1o 3,1% (3a-
JeXHO Bill HATALITYBaHHA cHcTeMH) [11].

34BAAKH ePTOHOMIYHOCTI TA MATHUM PO3MipaM cCKaHYBaJIbHI IPUCTPOI MOXYTb
yTH iHTErpOBaHi B KOMITIOTEpHY MMILY, KIaBiaTypy 4 HOyTOyK. Ceped GioMer-
pHUHHX CHCTEM aBTeHTHGiKauii cKaHepH BiNOHTKIB MANMbLIB HaHGLIbLI AelUEBi,
ToMy HaibiUbIn Bpasnuei. TexHonoriunuMu pasamu AFIS € Takox 1e, 10 IesKi Bim-
GUTKH MATBELIB HEFIPHOATHI IS aHATI3Y, TOTPIOeH KOHTAKT — Ge3KOHTAKTHE BHKO-
pHCTAHHA BUKIOuacThed. Caifl 3ayBaXMTH, O YKPAiHCbKi BYeHi BHIOTOBHJIH
pHCTPiii, AKMIT pa3oM i3 BIIOHTKOM NATBLS 3aMipsi€ TOKa3HHKH fioeHepreTHYHO-
ro MONS KOPHCTYBAYA, 110 TAKOX YHIKaNbHe, fAK i BinGuToK nanbis. OTXe, 3ragaHi
MEPOBKH CTAHYTH Y HeJANEKOMY MaitGyTHEOMY HEMOJIUTHBUMH I1PH BHKOPHCTaHHI
TAKOTO IIPUCTPOI0. 3a TEXHONOTIYHOIO CTPYKTYPOIQ i piBHEM HAAIHHOCTI 3 METOAOM
inenTH(hiKaLii ccobH 3a BIAGHTKOM Manbus MOXHA MOPiBHAT METON ileHTH(]IKALI
31 TEOMETPIEIO PYKH, aJie BiH BUKOPUCTOBYETECA 3HAYHO pime. Cepell cHCTeM, AKi
MOXYTh CKAaHYBaTH i {HIIi mapaMeTpu pyku, nomyisapHa cucrema Handkey, wo
CKaHye BHYTPIIIHIO 3 30BHIIIHIO CTOPOHM AOAOHI, BUKOPHCTOBYIOUHM MU HBOTO
B0yI0BAHY BineokaMepy i AIrOpHTMM CTUCHEHHS iHdopMallii.

Posniznasanns 3a paiidyxcaoio obosonxosn | cimxiskowr oka. ¥ CKaHepiB pagi-
Iy¥Hot 0BOMOHKY € 3HAYHI HEPEBATH, 11O MOXKYTE OY¥TH OCHOBOIO NSl BHKOPUCTAH~
4 ix y 6araThox cpepax. JoKpeMa, IATHICTb CKaHEPiB CKAHYRaTH palmyxHy 05o-
JOHKY Ha MeBHiil BiICTAHi Ja€ MOXIMBICTD BHKOPUCTOBYBATH iX, HANPHKIAIL, ¥
bankomarax. 1% TexHONOTIA BXe KiIbKa POKiB Mpaloe B fiepkyctaHosax CIIIA, a
TAKOX y B'I3HMLAX i opraHizallidX 3 BHCOKHM piBHEM CEKpPETHOCTI, 30KpeMa Ha
3§30Ilax 3 BHpPOOHHLUTEA AIEpHOro 036pocHHS, MeTol Mae i MPUHIKIICB BAmH: 3
BIKOM poamMilneHHs M Ha paitoyxHiil 060MOHLI MOXKe JOCHTb 3HaYHO 3MiHIOBa-
Thes, Hanpuxoian, paiiaykHa oB0N0HKa TATHHH 3a KUIbKa POKiB MOIH(MIKYETHCA
Tak, o GioMerpuyHa cHcrema He MOXe ii po3misHaTH. TpyaHoull AeMOHCTpYE Lel
MeTon y po6ori 3 M0aBMH, ¥ AKHX OCIABIEHHIT 3ip YM KOCOGOKICTE, 1 30BCIM He Npa-
Ll}oe, AKIO MIOAHHA KOPHCTYETRCH OKYAApaMH afo KOALOPOBMMH KOHTAKTHHMH
Muzamu, Momunka B inedTndikawii Moxe BUHHKHYTH NpH KOH IOHKTHBITI, HeBe-
kil TpaBMi oKa i HABITb Micna GescorHol Houl a60 Yepes MiIBMIIEHE HABAHTA-
XeHHA Ha oui. 3MiBM PaHAYXHOI 0BONMOHKY B TAKMX BUIAAKAX HE3HAYHI, ale chcTe-
Ma igenTudikanii Moxe il moMitutH. KpiM Toro, npaBo3axicHUKH HeGE3MACTABHO
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NoGoKIOTLEA, O iH(hopMallia, 3HATA 3 paltoyXHET 00CNOHKH, Byae BHKOPHCTaHa ;
IHIIOW METOK — OKO YiTKO BitoGpakae cTad 3a0pos'a nwoaus. [Mpu ‘memucbixauﬁ
MOXHA BU3HAUHTH XBOPOBY i 3N0BKUBAHHA ACAKHMH PEUOBHHAMM,

CTOCOBHO CIiTKIBKM OKa inedTudikalid MpoBoAMTBECH 3 BHXOPHCTaHHy,
iH(PaYEPBOHOTO CBITIa HU3BKOT iIHTEHCHBHOCTI, CAPAMOBAHOTC Yeped 3iHHILo Okg
A0 KpOBCHOCHMX CYAMH Ha 3afIMif CTiHUI oKa. ¥ CKaHepiB CiTKIBKM 0Ka ofuy i
HAHHIDKIHX BiICOTKIB BIAMOBM B AQCTYIIi 3ape€CTPOBAHUX KOPUCTYBAYIB i Npak.
THYHO He §YBa€ NOMHIKOBOTO ZO3BOMY AOCTYNY. Aute 306paXeHHs Mae GyTH qiT-
KHM, TOMY KATapaKTa MOXe HeraTMBHO BIUTHHYTH Ha SIKIiCTh ineHTHdiKaLil ocoby,

PiBeHb pO3BMTKY TeXHOMOII pO3ITiZHABAHHA 00AMY [Ie HEAOCKOHANHIT — BOHy
AajoTe NpubausHo Bin 30% a0 70% inenTndikauii npu 10% noMuaKoBHX 103800is,
3aMacKoBaHi 3a TOMOMOTOIO MEPYK, HAKAAAHHX BYCiB, BEAMKWX KaneMOXIs, OKYNin-
PiB i TPHMY CMyx0O0BLi OJHOIOC 2ePONOPTY PO3MI3HABANUCA CHCTEMOKO TLIbKH p
OJHOMY BHITAAKY i3 TPbOX. ¥ Toil e Yac 30ATHICT NoAEH po3Ni3HABaTH MpelCTap-
HUKIiB IHLWHX pac HEAOCTATHA, i B LBOMY Pa3i A0TIOMOTA CHCTEM PO3Ni3HABAHHA 3g
pucamMH o0aHYYA MoXe BYTH 3Ha4H0M0. TexHonoril po3nisHaBaHHA 061144 Opicy-
TOBAHi HA MOIIYK B PEXUMI «OIHH A0 GaraThox» i MOPiBHAHHA KOHKPETHOTO 061y-
Ust 3 THCHYAMH iHIUNX i3 Ga3k AaHUX. TexHonorii ckaHyBaHHg 06AHYYA NPAILICIOTE 3
Bizeo3o0paxeHHAM (320%240 mikcesiB Ha mIoitM) y moToui 3—5 Kanpis y CeXYHy,
Tlpy ineHTH@IKALIi 3 BennKoi BLICTAHI PE3YMNLTAT 3HAYHOI MIpOIO 3aNeXHTh Bia
AKOCTI BilcOKaMepH.

Icaye Kinbka MeTonmis po3MisHABaHHA o6AHY4A, BOHH BKITIOYAIOTH amanii
300paxkeHHa B rpafalisx ciporo IS BHABNEHHS YHIKAJbHHX XapaKTepUCTHK
0o6nHYYs, aHAMi3 PO3Ni3HABANBHUX PHC (BHKOPHCTOBYETLCS GUIBLI BCHONO METOl
PO3Ni3HABAHHSA, ARAMTOBAHHI OO 3MIHKW MIMIKH), aHAai3 Ha OCHOBI HEHpPOHHNUX
Mepex (MOPiBHAHHA 3a «0COBIHBHMH TOUKAMH», METOI 3aCTOCOBYIOTE AR LEHTH-
dikauii 0641y y BAXKHX YMOBAX) il aBTOMATHYHA 00polKa 300paxeHHs o6ANYYA
(BM3HAMeHHA BiACTaHeH i CMIBBLIHOLIEHHS BUICTAHEH MK 0cOBAHBOCTAMM 0OAMY-
4st TEOAHHU, HIO IerKO BH3HAYAIOTLCA), IKY MOXHa ePeKTUBHO BUKOPHCTATH B CI1a-
BOOCBITNEHUX MPHMILICHHAX.

Y cucTeMax CTaTMCTHYHOTO PO3Mi3HABAHHA HA OCHOBI HabOpyY BiOMeTpHYHHX
JAHUX Ta iX 00poOKH (POPMYETRCH eNEKTPOHHNI B3ipels AK YHIKANbHE 91cno, 1o
CTOCYEThCA KOHKPETHO! 00061, OCHOBHI €Tanu BUKOPHCTAHHA METoNy: CKaHYBaH-
Hs o6'exTa, BUGIp iHAMBIAYANBHUX XapaKTEPHCTHK, GOPMYBaHHS mabioHa i HOro
nopiBHAHAA 3 6a3010 ZaHHX. CkanyBaHHA 00nuYysa Tpusac 20—30 ¢. Jani pinbypae-
TBCA Npotiec ieHTHGIKALL, cTBOpeHHA WabA0oHA B peafbHOMY Yaci i ropiBHAHHA
itoro 3 ¢aiinoM wabnona. HeobxiaHuit aast nepeBipki pieHb nomibnocti — L€
OOMHCIOBANLHUI NTODIr, AKHI{ PETYAIOETHCA 3aJIEKHO Bifl Pi3H X YHHHHKIB (TOTYX-
nocti [TK, ocBitneHHs Tollto).

Ha BiaMity Big maponis Ta iHIuX 6a30BHX ceKpeTiB, GioMETPHUHI AaHi PiaKO
36iraloThest OBHICTIO. MexaHisM aBTeHTHdIKALIET BMMIpIOE, HACKUIBKH 1ii AaHi 36i-
ralTheA 3 MOKAZHMKAMM 13 3anUcy KopucTysada, TIpHnycKacTscs, wo moxkasHuKH
ORHiET # TieT X MOAHRM OAN3BKI, TOAI AK MOKA3HUKH DPi3HHX JTI0AEH BiApi3HAWOTECA
CYTTEBO. TOYHICT GiOMETPUYHOT CHCTEMH BUMIPIOETLCS LUISIXOM OLIHKH BiACOTKO”
BOI 4aCTKH MOMMWIKOBHX MIATBEPAXKEHD i OMIIKOBUX BiAMOB, IO B CepeqHbOMY
Jae cucteMa. OliHKa TOYHOCTI 3BHYANHO Ba3yeTheH Ha eKCHEpUMENTAX, B FKIX N~
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e
peBipﬁeTbCSI BEJTMKA KiTBKIiCTh GiOMETPHUHHX «MiAITiCiB» 1 Gnu_:'.bxicrb ix 3 HaGopoMm

s oMeTpHYHHX 3paskiB. [Ipu uboMy 36MpAETbCA BETMKA KUTBKICTD AAHHX ¥ MHOXH-
6o HIAAKOBO BUGPaHMX nioaei, BinAalcuHM NepeBary TUM, IO HAMEXKATE 10 TPYTIH,
> MOAUTHBO, KODHCTYBaTUMETBCS DIOMETPHYHOK CHCTEMOLD. .
e Komnasis "Sandia” npoBena LoCHiKEHHS eeKTUBHOCT] ASAKUX KoMepuii-
HUX npUCTPOIB 1S GioMeTpuuHoi aBTeHTH(iKauii. Jani npo HaiAHICTL Pi3HHX
METOHLiB POSNII3HABAHHSA HABECHO B Tabn. 1.

Tabmuus 1. HapinicTe GiomeTpuuHnx meToais aBTeHTUdiKawi [11]

77T 7 Texnika |

PoaniaHiBaHHsA r0J0CY (METO Alpha) | 3::.
DoanianaBas roiocy (weton ECCO) 2%

Tyamirca darcHyi HOTD iy 2%
C xaHyBaHHA_CiTid BKH 0.4;6
_TeomeTpin pyxu 0.1%

BiabuTxH mabiie 9% MOMMIKOEHX BIIMOB, NOMHIIKOBHI A0CTYT BiacyTHil

[HIi XapAKTEPHCTHKM ICHYIOUHX METOIB HaBeAeHo B Tabi1. 2. Bw_:[i.rmmo HU3KY
NpiOPUTETHUX 3aCTOCYBAHb ABTOMATM3OBAHMX CHCTEM HA OCHOBI ANropUTMIB
inenTudikawii 32 pucamn oGanydA. [IpuxopOonrul nacnopmiiii KORMPoOAL, KON
$OTO Ha JOKYMEHT NOPIBHIOETHCA 3 OONUYYAM HOTO BAACHHKA,

Tabnuus 2. MOPIBHANBHWIA anania MeToais aeTeHTUdIKauii [11]

Xapamemicmm Hadixpawmii Haiiripumii |
| EprotoMiaHicTs _ Pyka fo.rloc‘

i Momimeosa & apoBa _‘_P_?'Ka Tamii
HompmcoBuii DocTym Pyka, cirkisra, nasoul Tosoc
Mponywruesicrs Pyxa, cirkiega, mansul Tonoc, migmie
Ofcar nam'sTi Amn 30epexedns BaipIs CitkiBka l'cch
CrmaaHicrs imiTanii CiTkipka I‘o.nc‘c, mizumc
Bapricts npuetpoto Tonoc Cimdma

Peecmpayin nacaxcupie. CUCTeMY PO3TH3HABaHHA OBIHY CYTTEBO I'[iIlBI‘II.I.[}'IO’Tb
piBetn Geanieky MpHU peecTpalii i o¢popMIeHHI apiabineTie i BUABACHHI 3J0YHHLIB,
IO NepeBYBAIOTD Y POSWIYKY. Joeniuthill eideoxonmpony, CHCTEMA PO3Mi3HABAHHSA
oy y peasibHOMY 4aci BHAAE AaHi PO NPHCYTHICTh PO3UIYKYBAHHX 0C10 abo ThX,
YW noBeAiHKA MpHBEpTac yBary. Kowmposs focmyny. CHCTEMHM pPO3Ni3HABaHHA
0BIMY MOXKYTE 3aM0GITTH HECAHKLIOHOBAHOMY AOCTYITY 34 IIEPUMETP 6e3neku CTo-
POHHIX OCi6, ABTOMATHYHO 3ACBIMUYIOUH MOBHOBAXEHHA OCOOH (HANpPHKIAL, npu
Orsai exinaxy). Caidui 6i0disi KapHOTO PO3ILYKY BHKOPHCTOBYIOTb 0a3H NaHUX, 34
AOROMOTOIO SIKKX (HOTO ABTOMATHIHO TIOPIBHIOETHCA 3 ENEKTPOHHHMU 3000paxeH-
HsiMy. BHKOPUCTAHHS NPUCTPOis pO3Mi3HaBAHHs 0611y NPHCKOPUTL pOBOTY npa-
BOOXOpOHHMYX opranis. [Mizpauiiini cayxcGu 3MOXYTb BUABUTH CY0 €KTIB, IO IMITY-
0TE iHWMX ocid,

BaxiHenM MexaHi3MOM NiOTBEpAKEHHA imeHTU(IKAIIAHMX XapaKTepUCTHK
UIHHMX nanepip Ta eNEKTPOHHIX PoILei € e1eKTpOHHMUI WibpoBHi mimmuc. Tpa-
MMUiliHo ang 3axMCTY iBeHTHdIKALIHUX 03HAK BHKOPHCTOBYETHCA OJUH 3 BapiaH-
Tie enexrponnoro nudposoro nianucy — cninuit nigmuc (blind signature). Ckopuc-
TaBiruer crinuM METOAGM, MOXKHA 3aMPOMOHYBATH HA NiOmuc 6yab-AKy iH(GopmMa-
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u{ro, fKa I‘ap.aHTOBaHO He Gyfe po3KpUTA CTOPOHOIO, IO MiAiNHCcye qOKYMEHT.
LTBHO PO3PISHATH METOLU ineHTH@piKaLii LiIHHKUX Nanepis Ta enek-rpﬁu:(-{yux -
| MeToH I_ELCI:ITH(l)iKaLI,ﬁ IxHix HociiB. 3a0€XHO Bifl METOOIB, LUO BH Kolzmc1'cu3rpol.ue}:I
A igeHTUdiKaNii Ta 3aXHCTY HOCITB, HAMpUKIan, eaeKTPOHHUX TPOLICH W?Thca
BH3HAYHTH 0BA THNH CHCTCM: o o
. Cucremn, 110 30epiraloTo «& i i i
D a0 90 p NEKTPOHHI TPOILl> Ha IHTEIEKTYATbHUX KapTkay
2. CHCTEMU, L0 30epiraloTh «€AeKTPOHHI rPoNli> HA TPAAMUIHMX HOCiax
KHX SIK HAKOTH'YBaY Ha XOPCTKHX MATHITHHX TMCKAX, AUCKETH TOIIO (HAIPH .
PayCash, Digicash, Netcash, CyberCoin). Cria BiZ3HauMTH, 110 CHCFEME nlz o
TUITY NPHHUMNOBO € OLTBI 3aXHLWEHHMH. ¥ TAKHX CHCTEMAxX iHTeneKTyaﬂbHap;uom
Ka MOXe po3risagaTHCA K aHAMOT TPAAHLIIfHOTO raMaHus. o
/E/:eopumu asmenmudhicauii 3 euxopucmanuam 3acobie acumempuitol Kpu
2pahit. l]'lpaKquy peanizauilo MOXHA PO3I/ITHYTH Ha TaKMX npuxnauaxp c?;mo-
CHTYalisi, KONH Nepeaapay i oaepKyBad MOBHICTIO JOBIPAIOTE OOHH OAHOMY. émjz;a
HIU.['Hﬁ BHITAJI0K MOJIATaE B NPUNYLIEHHI, 10 BOHH HE AOBIPAIOTL OAUH OAHOMY aﬁ-
HaBiTb 30aTHi Ha laxpaitcTeo. 3BHYaifHa KPEeIHTHA OMepallis € KIMacHYHMM n ;
K1agoM 1H¢qpmauiﬁﬂoro oOMiHY MK y4acHMKaMH YTOI, JKi He DOBIpAIOTH o;f:l;
OnHOMY. OCKITBKH OIS NIPMIAHATTA PilleHHS WOAO CYTIEPEYKH PO AiHCHICTL yroay
HEMMHY4E 3aNY4aETBCA TPETA CTOPOHA, TobTO BaHK, cvia abo apOirp, Npuiinsare pi-
WEHHA Ma€ BIINOBIAATH iHTepecaM yeix yYacHUKIB YTOIH | Ha ocnosi ULOTO pimcl;
HA Mac OYTH NOTrYHO BU3HAYEHA CTOPOHA, 9Ka IOBHHHa HECTH BiAMOBIOaNLHICTE a
HEMOCTOBIPHY iH(pOpMaLilo. *
ABTE‘:HTHd)lKaI.liﬂ MOXEe BHKOPHCTOBYBATHCA IJI1 BHKOHAHHA 3a3HAYEHUX BH-
MOT Ha KiNBKOX c*ra.uia?c‘ IMNokyneuns Moxe 6YTH imeHTH(IKOBaHMI Tak, 1106 Hananmi
ue MOXHa Gy10 NepeBipHTH TPETIMH CTOPOHAMM, AKi B pealbHOMY qa;:i He € ydac-
HHKaMH YTOIH. Ans upore MoxxyTs, GYTH 3aCTOCOBaHI OBa cnocobu, Bubip aKux 2a-
NEKUTH Bid TOFO, AKa inenTudixkatiiiHa iHpopmauis BHI(OpHCTOB,yETbCH — BHYT-
p.lllJ]‘-Iﬂ"{H 30BHIILHS. BH)’TpiU.[Hﬂ iHpOpMaLif € CYKynHicTio pi3HyHMX 03HaK iHIH-
Biga: .Bml'?u'rxu nanbuis, CITKiBKA 0Ka, MAMKC | AMHAMIKA MANKHCY, TeOMETPis PYKH
?OBHII.I.IHIC"FI:, 3PICT, Maca, XapakTepHi O03HAKM Tolio. 30BHILLIHA ;HQ)opmauis - ut;
indopmania, sxka mae OYTH BiIOMOIO 3aKOHHOMY [HAMBLLY: HanpHknan, napodi
AOCTYIY 1O EOM, TenedoHH! HOMEPH KPEAUTHHX KApTOK, HOMEPH anYH](j‘B BiANG-
BiIHHX 6aHKiB, NepcoHATbRI eHTHGIKALIAHI HOMEPH, TapOl LA [IOCTIB OXOPO-
HH Towro. na TOrO, 1100 MaTH AOCTaTHLO CTiMKy cxemy izeHTHdIKALIT, 00 rpyHTY-
.ETBCH.Ha 30BHIWIHIX 03HAKaX, MoTpibHO CTBOPUTH TIPOTOKOA, AKMIT 6,11 IaB 3Mory
IHIMBIAY JOBECTH, WO BiH 3HA€ CEKPETHY YACTHHY AEAKOI iHdopMaLlil, He po3KpH-
BaKYH Bclo iHdopMalio, aka Moria 6 A0MOMOTTH MOBIpHOMY 3J1031\:1HCHHKy BH-
HJatu cebe 3a HBOTO. CxeMH imeHTH®IKALIIT 3aMeXaTh Bil iIHTCPAKTHBHUX cXeM, SIKI
MOXHa A0BECTH 1 AKi YACTO Ha3UBAIOTLCH OBEACHHAMH 3 HYJILOBHMM 3HaHH$IM’H- y
;T;i (}:unauxax iHOHBiA BiJll‘lOBi,flaE Ha CEpilo 3aMUTaHb, CKIANEHMX TAK, 110 3aKOH-
i XE:::SBM MOX€e HA HUX BIOMOBICTH, 4 AMTOBMUCHHKY 3pOGHTH 1ie [IPaKTHYHO
ITica 1bOro BUKOPHCTOBYETECH J0Bpe BIAOMWI KaHan aBTeHTHIKali, SKUH
[PYHTYETECS Ha_anmpHTMi RSA K ANt BIAKDHTOTO KAHATY, TAK i LIg 33KpHTC:l’O Ka-
Hany apreHTHgikauii. Ixepeno 6yae y TAKMA camuit croci6, mo # mp 0GuucneHHi
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i MHATHOTO MOIY/Isl &ITOPHTMY RSA, BUOMpATH 1apy MPOCTHX HHCEI, oﬁ‘qncmg—
BATH BiINOBiAHI NOKa3HUKH CTYNCEHA mupypaHHA-PO3I m:bpyBaHHﬂ i moTiM
Bﬂgopucrosynam 5 K BIAKPHTHA KIIOM. LleHTpanbHHi YHKT 1 LKEPETO MaH_)_mTlB
MaioTh CNOYATKY BCTAHOBMTH CIIPABXHICTD i TOUHICTh pianoeiaHol indopmMauii a1
KOXHOTO noTeHUifHOro MoKy, MOTIM BHPOOHTH apTeHTUGIKaLiiHUIA 3anuc,
gKuit OyAe BiaBaTHCA MOKYTILIeB] SIK HOro ineHTHRIKAIIAHUA MAHIAT. Bin micTH-
TUME B coBl BHYTPIIIHIO indropMaltio, 3allH(ppoBaHy 3 BUKOPHMCTAHHAM K1104a
ﬂBoquOBO‘i KPWIITOCUCTEMH, & TAKOXK s0BHiLIHI o3Haku. Knioui posiuydpyBantsa
MAIOT IOCTAB/UITHCS BCiM NpOAABLUAM TOWLO AK asTeHTU(RIKOBaHi, aI¢ HE oGoB'A3-
KOBO ceKpeTHi MOBIIOM/IEHHA, a Ti, ¥ CBOIO YEPTY, 3a0e3NeuyI0Th UiTiCHICTE K104a,
ane He HOTO cekpeTHicTb. [ToKyneub ITOBHHEH npen'ABUTH 3auMgpoBaHuii 3anuc,
qKHil Y HBOTO €, i HAZATH MOXNHBICTL 06MANHAHHIO ¥ MYHKTi NpPOAXY NMepeBipMTH
jiore aTpubyTH. BUKOPUCTOBYIOUH KITI0Y po3umdpyBanHs, NPOABELb CrIOUAaTRY
Ma€ pO3LHGPYBaTH wrdp i nepesipuTH CTIpaBKHicTh MMGPY 33 HAUIMIIKOBOIO
inopmautieio. Jani pill TOBWHEH BM3HAYMTH, YM BUIMOBIAAIOTe TLIKM LLO
nepeBipeHi iHAMBINyanbHI aTPHOYTH po3 g poBaHOi iHdopMaLii BHYTPILIHIM
arpubytam. L iHopMallisl MICTUTbCA B apTeHTH(IKOBAHOMY TOBINOMIEHHi.
GKI10 OTPUMAHO NPUIHHATHY BiAMOBIOHICTE, 0COGUCTICTD MOKYNLA Oyne MiATBepi-
seHa, OCKUIBKH udp Mir 6yTH OTpHUMaHMi TUIBKH TipH BUKOPHCTAHHI CEKPETHOTO
Jonoya mudpysanHs, 3o0xkpeMa, IPHITYCKAETHCH, WO 3OBMHCHKK HE MOXE J0CTaT-
HbO TOYHO IMITYBAaTH BHYTPilLHi aTpuoyTH iHIIMx ocib.
VY cHcTeMaX 3 BUCOKHMH BUMOTaMH 110 piBH# Be3nexu Bed indopManis, 3 KO0
fpalioe CHCTEMA, 3BHYANHO 1GepiracToca 3andposaHolo. Besneqnuii oOMiH na-
HUMH MLX KOMIT K0TePOM KOpHCTYBada 260 06'eKTOM (CMaPT-KapTKO10, OPEIOKOM,
KMILEHBKOBUM KOMIT'I0TEPOM), KUK nepesipaeThes i € HOCIEM ingopmallii, i ro-
TOBHMM KOMI'IOTEPOM (CEpBEpOM) 3aBXIH niepenbayac 3acToCyBatHsA ndpysaH-
He JaHMX, 10 [TepeaaloThed, & TAKOK sniiicHeHHs apTeHTHdIKaLT X AaHUX. bes-
TeyHmii OGMIH JaHUMM Nepenbagac: 3a0e3neUeHHA KoHbIACHLINHOCTI, CEKPeTHOC-
Ti naHKx a6o MOBIKOMAEHD, MO JOCATAETHCA rdpyBaHHAM JaHHX, 2a6e3meucHHSA
CHPABXHOCTI i ULMICHOCTI aHUX, 1O NOCATAETHCA BIOMOBIIHOKD apTeHTH(piKaLicIo
Zanux. Jns 3abesneyeHHA Guibll BUCOKOI KPHOTOCTIAKOCTI [IOAC aTak As pod-
WrpyBantist iHdopMaLii, Ka BUKOPHCTOBYETECH A inenTudikauii it apTeHTUd-
Kaii Ha crelianbHiX UNdPOBHX HOCIAX, POTAAHEMO MOKNTHBOCTI BUKOPHUCTAHHA
ANropUTMIiB, IO PEaniayloTb METOAM ACHMETPUYHOI KpHITorpadil (8; 9]. Cepen
HaiGUibLl BiZoMHx € atropuT™ RSA [13] acuMeTpUiHOTO windpyBaHHA Ta alro-
pur™ Enb-Tamana [15). AnroputM RSA MOXH2 BHKOPHCTOBYBATH AK AJIA wndpy-
BaHHA Ta po3LIMdPYBAHHA, TAK i A reHepailii 3 nepeBipKy eleKTPOHHOTO umppo-
80r0 nianucy. CTiflKicTh KPUNTOCHCTEM RSA Ba3yeThesi Ha CKIAAHOCTI (pakTopusa-
Ui 6araTopo3pslHUX ULTHX YHCeN. TIpy 3aCTOCYBAHHI KPUTITOCHCTEM i RSA po3Mip
MONYNs nOBUHEH MepeCyBaTH B pianasoHi [1024,5000] GitiB. ACHMETPUYHY KpHII-
Tocuctemy Enp-Tamana mMoXHA BUKOPHCTOBYBATH MU €/IeKTPOHHOTO LH(pPOBOTO
ninnucy, KpunTocTifiKicTh i€l CHETEMH BH3HAYAETHCA TPYLOMICTKICTIO 0OYMCAEH -
HsL IMCKpeTHOTO nioraprdmy.
Buchosks:
1. Anani3 NOKa3ap, o NUIBUILEHHA 3aXHCTY iscbopMaiil B IHTENEKTYAILHHX
iHopMalILiTHHX CHCTEMAX AOCATAETHCS 34 PAXYHOK cepTHdiKauil, TilleH3yBaHHs Ta
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BIIPOB3IKEHHAM HeOOXiZHMX 3acoBiB TEXHIUHOTO ¥ MPOTPAMHOrO 3aXMCTY, CTBO-
PEHHSA CTIELLAMI30BAHHX OPraHizalifiHuX CTPYKTYP, SKi 3a6e3nedyiorh MOCTiitHe
GYHKUIOHYBAHHA 3aXMCTY T4 3ac00iB reHepallii KAYis i napoiliB.

2. Minpmuenns edeKTHBHOCTI 3aXHCTY iHGopMaLii B iHTeleKTYANBHHX iHdop-
MALIHHUX CHCTEMAaX AOCATAETHCH CYMICHMM BHKODHCTAHHAM HEKUNMLKOX METOLB
3aXHCTY iH(opMaIlii.

3. BUKOPUCTAHHA CNelliaNlbHUX UHGPOBHX HOCI(B MiABHIIYE 3aXUCT iHdopMa-
i B iHFenekTyansHKX iHGOPMaLifHUX CHCTEMAX.
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